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	Version
	Date
	Made by
	Changes

	1.0
	7/2/2025
	Morgan VanderLeest
	Initial document creation

	1.1
	7/30/2025
	Morgan VanderLeest
	Made changes to document to make it more standard and clearer for customers

	1.2
	8/5/2025
	Morgan VanderLeest
	Added superscripts to Data Classification and Tagging along with Configuration Drift Reports to provide some notes on details for these deliverables

	1.3
	9/12/2025
	Morgan VanderLeest
	Updated pricing structure for networking and IoT devices rates being different from what a device rate includes

	1.4
	10/9/2025
	Morgan VanderLeest
	Update pricing structure to replicate the MSP pricing structure
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[bookmark: _Toc208565343]Descriptions
Threat Monitoring and Response	Comment by Brian Sibary: My understanding is this is a “How tech will support and charge for support” document. I think this needs to be updated to focus on how the tech team will support Threat Monitoring and Response. Cyber support for this service is covered under cyber contracts for monitoring/ response and we don’t want customers to think this server comes with a SIEM solution, which will be a different application cost. This should be discussed within this team prior to making any changes to wording. 
Provide continuous visibility into security events across your environment to detect, triage, investigate, and respond to malicious activity in real time. By leveraging advanced capabilities like Security Information and Event Management (SIEM) (e.g., Splunk) and centralized log detection (e.g., RocketCyber), this service helps reduce risk from active threats and supports faster recovery. You gain greater clarity and confidence in the security of your environment.  
Identity and Access Management & Device Security
Provide access controls to manage user permissions and require strong authentication to safeguard your environment and data. By utilizing Endpoint Detection Response (EDR) (e.g., Datto) and Mobile Device Management (MDM) (e.g., Microsoft Intune), this service reduces the risk of insider threats, account compromises, and insecure devices. You attain higher confidence in protecting your data and devices from unauthorized access. 	Comment by Brian Sibary: Similar to my above comment, what does the tech team provide as a part of this service?
Security Operations & Configuration Management
This service area combines centralized security oversight with proactive configuration control to reduce risk of unsecure systems and to improve resiliency of your environment. Security Operations ensure that vulnerabilities are detected and handled properly, while Configuration Management enforces secure, standardized system baselines and monitors for configuration drifts. Together, these capabilities enhance your organization’s ability to prevent breaches, respond effectively to incidents, and maintain a well-governed environment.
Governance, Risk, and Compliance
Provides strategic alignment between cybersecurity standards, like NIST and HITRUST, and business objectives. We identify and manage risk and ensure compliance with industry regulations and frameworks. By building a structured, defensible security posture, this service supports audit readiness and fosters organizational accountability.	Comment by Brian Sibary: Cyber signs their own contracts for this support. We need to define the work tech will do to support this cyber requirement. 
Data Protection
This service ensures critical data remains secure and recoverable through continuous monitoring of backups, encryption integrity, and data protection controls. We help prepare for data loss scenarios to support rapid recovery and business continuity. The result is greater operational resilience and confidence in your ability to always safeguard sensitive information.


Awareness and Training	Comment by Brian Sibary: This is currently covered by cyber contracts and support tools. What awareness and training will the tech team be providing? 
This service ensures your workforce can recognize and respond to security threats by providing education and phishing simulation exercises. By cultivating a security-conscious culture, this service helps reduce human error and strengthens your organization’s first line of defense. Employees gain the knowledge and confidence to make smarter, safer decisions every day. 
[bookmark: _Toc208565344]Tiered Offerings
We provide three tiers of security support, allowing you to select the level that best aligns with your organization’s size, maturity, and security objectives. Each tier is designed to meet specific goals:
	Tier
	Goal Description

	Essential
	Foundational protection, typically small teams that have low maturity and are budget-conscious

	Professional
	Full protection and guidance, typically for growing organizations wanting to establish strong, scalable security practices

	Premium
	Strategic and proactive services for security-forward industries with advanced requirements and meeting regulation compliance	Comment by Brent Raeth: changed from “Proactive and strategic strategies” to “Strategic and proactive services.”



Each service area is offered within each tier with a progression in the level of support. Below is a breakdown of what you can expect within each service area based on what tier you select.  







[bookmark: _Toc208565345]Deliverables
As part of our service engagement, we offer a comprehensive suite of deliverables to meet the needs of your organization. These deliverables are structured by the three service tiers, each designed to provide progressively deeper levels of support, insight, and operational value. Each tier outlines specific deliverables along with the frequency at which they will be provided, ensuring transparency, consistency, and alignment with your expectations. 
	Deliverable
	Essential Tier
	Professional Tier
	Premium Tier

	Security Posture Report	Comment by Brent Raeth: changed from “Secure Posture Report” to “Security Posture Report”
	General report (quarterly)
	General report (quarterly)
	General report (quarterly)

	Device Health Report
	General report (quarterly)
	General report (quarterly)
	General report (quarterly)

	Vulnerability Scan
	Results Only (quarterly)
	Results with Remediation Guidance (Quarterly) 
	Results with Remediation Actions Taken (Monthly)

	Baseline Security Audit
	Full Report (once)
	Full Report (once)
	Full Report (once)

	Patch Compliance Report
	OS Patches Checking Only (Monthly)
	OS and Third-Party Application Validation and Checking (Monthly)
	OS and Third-Party Application Validation and Checking (Monthly)

	Compliance Mapping
	Checklist for Self-Assessment (annually) 
	Compliance Mapping by CMT (annually)
	CMT Continuously Checks Compliance with Reports (monthly)

	Backup Reports
	Status Reports (monthly)
	Restoration Support (2x a year)
	Business Continuity Support (as needed)

	Cybersecurity Training
	General Cybersecurity Training (annually)
	Extra Training as Needed with Report (as needed)
	Training with Reports (quarterly)

	Phishing Simulations
	· 
	Phish Simulation Report (monthly)
	Phish Simulation Report (monthly)

	Incident Remediations
	· 
	Recommendations Only (as needed)
	Remediations Taken with Reports (as needed)

	Threat Reports
	· 
	Actionable Threat Reports with Recommended Responses (monthly)
	Threat Dashboard and Threat Summary Reports (monthly)

	Access Control
	· 
	Role-Based Access Control Audits (monthly)
	Behavior Analytics (monthly)

	System Integrity Check
	· 
	Report Unauthorized Changes (quarterly)
	Configuration Drift Reports (monthly)1

	Risk Reports
	· 
	Risk Dashboard (quarterly)
	Risk Scores by User (monthly)

	Data Classification and Tagging2
	· 
	· 
	Document Data Sensitivity and Types (maintained)



Notes from Superscripts
1. Configuration drift reports will be based on custom baselines specific to your company. If you do not have configuration baselines, reports will be based on CIS benchmarks.
2. Data Classification and Tagging will be a policy-based classification determined by risk severity, data type, and sensitivity levels. 
[bookmark: _Toc208565346]Rates
This section outlines the pricing structure associated with each service tier, ensuring clarity regarding the investment required for the deliverables and support provided. Our rates are designed to offer flexibility and value, allowing you to select the level of service that aligns with your budget, objectives, and operational needs.
Your monthly cost includes:
1. A base rate (depends on your tier)
2. A per-device rate (for user devices and servers)
3. A flat rate for networking devices ($25 each)
4. A flat rate for applications, clouds, or SaaS products ($150 each)
5. A flat rate for specialty/business devices ($15 each)
Formula


Base Rate
	Tier
	Monthly Base Rate

	Essential
	$1000

	Professional
	$2000

	Premium
	$3500



Support Type Rates
· User Devices (desktops, laptops, tablets, etc.): follows table below
· Servers & Infrastructure (on-prem, virtual, etc.): follows table below
	Number of Devices
	Essential
	Professional
	Premium

	1-10
	$75
	$125
	$225

	11-25
	$70
	$115
	$210

	26-50
	$65
	$105
	$195

	51+
	$60
	$95
	$180



· Networking devices (switches, routers, firewalls, etc.): $25 each
· Specialty devices (IoT, cameras, VoIP etc.): $15 each
· Applications, Cloud, SaaS Products: $150 each

[bookmark: _Toc208565347]Examples
1. An organization that has 40 devices, 3 networking devices, 6 specialty devices, 2 applications, and chooses the professional tier:

It would cost the organization $6665 a month. 
2. Another organization has 120 devices, 15 networking devices, 60 specialty devices, 10 applications, and chooses the premium tier:

It would cost $27,875 a month. 
[bookmark: _Toc208565348]Problem Severity Levels
The table below defines the classification levels for security incidents and service issues reported to or detected by CatchMark Technologies. Each incident or problem is assigned a priority level based on severity, business impact, and urgency of response required. 
	Severity Level
	Impact 
	Example

	Critical/Emergency
	Business operations are halted or severely degraded
	Compromise of privileged administrative accounts

	High
	Operations are at risk if not addressed soon, could escalate to critical
	Critical vulnerability discovered in exposed systems

	Medium
	Limited disruption or risks; business operations not currently affected
	Security misconfiguration in a non-critical system

	Low
	No direct operational risk or minimal impact on users
	Outdated software identified in low-risk systems



[bookmark: _Toc208565349]Response and Resolution Times
In support of services outlined in this document, the table below details what the expected CatchMark “response”, and “resolution” times will be for security service-related incidents and problems submitted by the Customer and detected by CatchMark. Variables such as travel time and other hinderances to service delivery will be considered when measuring response and resolution times. 
	Severity
	Response Target
	% Met
	Resolution Target
	% Met

	Critical/Emergency
	15 Minutes
	90%
	2 Hours
	85%

	High
	1 Hour
	90%
	4 Hours
	85%

	Medium
	4 Hours
	90%
	3 Business Days
	85%

	Low
	8 Hours
	90%
	5 Business Days
	85%



[bookmark: _Toc208565350]Clarification of Terms
· Response Time: Time taken by CatchMark to acknowledge receipt of incident or problem reported and begin investigation. This includes the first communication to the Customer confirming that the issue is being addressed. 
· Resolution Time: The total time taken to resolve the reported issue, starting from the time it was reported or detected until the service is restored or the problem is handled. 
[bookmark: _Toc208565351]Hours of Coverage
SLA response and resolution times are based on the customer’s contracted support tier:
· Standard Support: SLA times apply during CatchMark’s standard business hours (Monday through Friday, 8:00 AM to 5:00PM local time, excluding observed holidays). Incidents reported outside these hours are considered received at the start of the next business day.
· 24/7 Support (Premium Tier): Customers with 24/7 support coverage will have SLA response and resolution times enforced around the clock, including evenings, weekends, and holidays, as defined in their support agreement.  
1
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